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1 CreateProcess 25 ReadFile
2 | ExitProcess 26 | ‘WriteFile
3 | TerminateProcess 27 | SearchFile
4 | OpenProcess 28 | Filelnformation |
5 SearchProcess 29 | CreateRegistry
5 ProcessDEPPolicy 30 | DeleteRegistry
7 InformationProcess 31 OpenRegistry
2 CreatelocalThread 32 ReadRegistry
g CreateRemateThread 13 WriteRegistry
10 ExitThread 34 | Cannect
11 TerminateThread 35 | Listen
12 OpenThread 36 |  Send
13 SuspendThead 37 | Ree
14 ResumeThead 38 | Download
15 | ReadProcessMemory | 39 | CreateSemice
16 | WriteProcessMemory | 40 DeleteSenvice
17 HeapCreate 41 Opensenvice
18 VirtualAlloc 42 StantService
19 VirtualProtect 43 CreateMutex
20 CreateFile 44 | OpenMutex

7% CopyFile 45| Loaduibrary |
22 MaoveFile 46 | WindowsHook
23 DeleteFile 47 | setSecurity
24 | OpenFile |
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I0:9 DATE:2015-08-01 00:09:38
EN:10 PPID:3352 PID:-400 TID:2816
User|D:-SYSTEM ProcMame:SearchProtocolHost . exe
PathMame :C:4W indowstsystemn32¥SearchProtoco |Host . exe
EventWame:ExitThread AP|:RtIExitUserThread
drg0 Wame:ExitCode Type:0x1010 RawYalue:0x0000000000000000 DataSize:0

[D:10  DATE:2015-08-01 00:09:38
EM:51 PPID:-3352 PID:-400 TID:2816
User|D-SYSTEM ProcMame:SearchProtocolHost . exe
PathMame :C:4¥ indowsttsysten32¥SearchProtoco |Host  exe
EventName :UnhookWindowsHook 4P| :UnhookWindowsHookEs
drg0 Wame:HookHandle Type:0x1010 RawYalue:0x0000000000020088 DataSize:0
Ext0 Wame:Return Type:0x2010 RawYalue:0x0000000000000001 DataSize:0

[D:11 DATE:2015-08-01 00:09:38
EM:11 PPID:3352 PID:-400 TID:2816
User|D:-SYSTEM ProcMame:SearchProtocolHost . exe
PathMame :C:4#W indowstsysten32¥SearchProtoco |Host L exe
EventWame:TerminateThread API:NtTerminateThread
4rg0d Wame:ThreadHandle Type:0Ox1010 RawYalue:0x0000000000000000 DataSize:0
bdral Mame:ExitStatus Twpe:0x1010 RawYalue:0x0000000000000000 DataSize:0

[D:12  DATE:2015-08-01 00:09:38
EN:62 PPID:3352 PID-400 TID:2060
User|D:-SYSTEM ProcMame:SearchProtocolHost . exe
PathMame :C:4#Windowstsysten32¥SearchProtoco |Host  exe
EventWame :ReaClosekey API:RealClosekey
drg0d Wame:Regkey Type:0x1010 RawYalue:0x0000000000000278 DatasSize:0
ExtO Wame:Return Type:0x2010 RawYalue:0x0000000000000000 DataSize:0
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- Evaluation of Feature Extraction
/ SVM, Decision Tree(C4.5)
JFP:5.53%, FN : 2.04%
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Be Fu
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<#AdT Ad 23>

N | # of TP| # of FP TP Rate FP Rate Precision| Recall
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< A3 7he A 2 Fx wbeE E A Gartner and IDC 2014 >
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- B A R auA AEZIE b SASUA ARl AEZIIE Het &
48 ANAT wE SR 29U A

— TS Aleld] 4, dloly Hx deole} Ao ot &A T 7E 97 ol
AEFAE Hot A A sE =78t 9L

— IDC XA “Worldwide Endpoint Security 2014-2018 Forecast and 2013

Vendor Shares™l w=W, AlA JA=XRJQE HE A 2013W 8,783.509 ¢
g (eF 10 28X 5.1%2 AFA 5T AFE(CAGR)Z A3 2018
ol &= 11,286.3W 1 Hijo] o]E Ao A

= 7198 AEERJE Bl EFA AAAES A9 57 VIE] ArE Tl
60%= ¢ 71959l tRE AT FEolARt, HAE AEZIAE B AF
M= A9 59 7199 Aol of 80%® FEA A FetHs B
< AA dEXQJE HF A R 2 FAX], 2010-2018 ($M) >
2013 - 2018
2012 2013 2014 2015 2016 2017 2018
CAGR (%)
Corporate | 3,797.2 | 3,980.0 | 42155 | 44833 | 47689 | 5,071.2 5,399.3 6.3
Consumer | 4,6919 | 4,803.6 | 49823 | 51979 | 54276 | 5,655.9 5,887.0 4.2
Total 8,489.0 | 87835 | 91978 | 9,6812 | 10,1964 | 10,727.0 | 11,286.3 5.1
< 201395 Q18 AE=FRJAE HAAPG R, 49 107H, 2013 >
Revenue ($M) Share (%)
Symantec 2,034.20 42.3
McAfee (an Intel company) 692.6 14.4
Kaspersky Lab 4221 8.8
Trend Micro 403.2 8.4
AVG Technologies 237.8 5
ESET 165.5 34
Panda Security 95.8 2
Webroot 91.9 1.9
Avast Software 65.9 1.4
F-Secure 63.1 1.3
Other 531.4 11.1
Total 4,803.60 100
< 20139 % 7|98 =XRAE HAAPY R, 9 1071, 2013 >




Revenue ($M) Share (%)
Symantec 732.6 18.4
McAfee (an Intel company) 676.9 17
Trend Micro 452.7 11.4
Sophos 3111 7.8
Kaspersky Lab 2449 6.2
ESET 226.6 5.7
IBM 189.8 4.8
F-Secure 110.4 2.8
Microsoft 76.5 1.9
Check Point 73.1 1.8
Other 885.2 22.3
Total 3,980.00 100

— AAAEEMFAF S (KISIA) ol A @3 ek “2013 U] ARRGA A AP
Y ARHESE A|FS Y EYIRA(477,818Wwke]) ZEl=/FH G5 WA Bk
(280,369 7)) ok wE HlFo] Torw, WH/FH AH]2=(53.4%), A =
T AHA(7.7%), BOroA] AMB)2~(7.3%) Hoko] AAEo] =& Ao FAlg

TE 2012'4 2013 (E) AHE)
HESZ ®ot 466,979 477,818 23
A28 2ot 168,381 170,139 1.0
ZHXA/HEQE X =0t 275,817 280,369 17
==t ots/01E 112584 | 113,604 09
HZ
Eolatg| 117,941 119,653 15
7Bt HE 109,012 109,716 0.6
e | 1,250,714 1,271,299 16
HotH Mg 78,053 80,351 29
ox|g4 71,400 76,891 v
e Ho} HOLEHH| 132,424 142,105 73
MH| A ne/z2d 277 425 534
A AH|A 44,720 45,690 2.2
e | 326,873 345,462 57
A 1,577,587 1,616,761 2.5
< BAEEMMY Aok W& dAs; (vhe] @ 9vkd) >
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=25 HEgsE 20124 | 2013H(E) | SUE (%]
2l Hishe 48244 | 49139 1.9
L EQI(A|AH) 77,595 77,728 0.2
A OIHF X A| AE(IPS) 84,939 85,237 04
DDoSAFERA| A Bl 35,199 35,261 0.2
E3}HORA| A E(UTM) 75,048 75318 04
Lﬂiﬂﬂ THAEAFE R (VPN) 53397 | 55808 45
- HESIHZHO{(NAC) 42964 | 43678 17
LM EQI 0L 22,248 24,661 10.8
HME O} ZHHY =ot 16,782 19,582 16.7
HE ThAtSHRELE]) 10,564 11,406 8.0
Y| 466,979 | 477,818 23
PCHISHH 11,443 11,022 -37
Viruse Al 86,896 88,255 16
Anti~TH0| 2 o] 18,164 18414 14
Al=E Antim] 4l 3,819 4,119 7.9
HOb
ATKIERS/W 16,278 14,860 -87
HOLS K| H| 31,782 33,469 53
P | 168,381 | 170,139 1.0

< UEYa 9 A28 Hot wj&E d3 (] - wrkd)>
22 12013 U AR R FTAY A E ZAF, KISIA

- 2 W7IES AREG AFTM WEYARS} AJARREt A 5 HRE
b Aol dAlZokel Aol et Ve

— ) A=TE A oA Virus WAl Al FEE 20130 8829 %0
om, 2018l 9559 U (AHHF AFE 1.6%)°] d°3E. Virus NAal> FAA}
7F 101 ©]4F 5091 mRE] 79| wjEo] 9,185 vkloln, 10091 ©]d2 7Y
o] wjEo] 68,552 o2 Virus WA FAAZE 10091 o] 7 el
2 dvE= oz vEhd
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< @Y Anit—Virus A& 52 2 =A%), 2012-2018 (9Y) >

2012 - 2013
2012 2013 2014 2015 2016 2017 2018
CAGR (%)
= Anti-Virus
A 2 868.9 | 882.5 896.6 | 911.0 | 9255 940.4 955.4 1.6
A

o] T A FSFE  Anti—Virus WIS PR 715, 2013 oW AR B SARY A e FAL
(2012-2013 CAGR®Z F4)
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= B AE[ze] s AH /A EAF 0] 28.1%] MY B viE HTe A

Astal YTl Lo 2 AFAE 24.9%, = &AET 24.5%, &F

o = 22.5%9]
= HTS A= Aoz FAY

X

- ARRE AF Fok dFTHE wEHFTe MY A/US/FALETS
27.9%9 7V Ee WE vFS BHYI, OLoR FEYFT 25.3%,
25.1%, FFHF 21.7% o2 YEIRS. ARBES Au) 2o ¢ wE
M AR 2/aS/EARES gitor 7 B8 287%9 wE HFS
H, TR 25.7%, AFYE 24.2%, 284 F 21495 72 FALE

< ZEREMYG S (FaAE)

YZGar)
R —
23 28 uES LIPS 7
HEHCH HE 21.7 253 251 279 100.0
HEHO MH|A 25.7 214 24.2 28.7 100.0

< Virus WAl 45 vj& b5 (49 @ %) >

T 33 =8 M= MH| A~ 24
HIE 16.0 18.2 20.5 453 100.0
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- 2011 A dERd) BP, rtEL Y, AxIAY:, HolA F= F
=249 oA 7|y 53¢ %17_:1'0;_ 7}’\9‘% A - -of 9] ‘Ml’\]i%, Al A
A AFEA], A FAA "] AR AFF (Night Dragon)

- 20113 g3 AFE Holr|dl w= RSAS] HHHE AMFE FAHOE RSA
OTPA|ZESQ! Alte] IDE] 7|EA R F&

- AR FAIY Fe= P‘%(Lockheed Martin)& 343 AMS 24 &

Sl BAQAS EFF F 760909 AAHCE FBIF AES HYoR
LA AYHE ol

- 20119 7€ dlo]E9] DBl AFE 35009 JiJAAH FF. 37 150
W AR PCE 3717 AF BAW WA B§ A A

Aot Atoln] FAoZRE A B uk ol A ¥ F
SARE HEEE 1%@@ f&® nlgo
AE NS TFate AHHESQ :

— dEFAE A& #3F 2014d% IDC HiuAe] wEW d=XQE HOF A F
o] A B3 JAE(CAGR)L 5.1%=S Hol x&HQ A% 7 A4=

- 4 OJE H A A= {49 SW AAE Fd AgEHE /M 71249
EFMAo 2N, H Aol (malware: o4 AZE9 o)) 9 Frie &
ﬂ(freemlum) wdle] =4 mutel pol WA S 39lo] oM Lzt
AE 2

Iﬂ
b

— 2013d%0] Z3E 2 HARBIAY AeFAle wpEW, Anti—Virus 1S R
7o 2 S ijrirEi nlolg] 2 WAl AJAFe] ot A GG ES 1.6%%

~ ARRS Aol A9 ARAE D FAL WS A AT Y ouA s
o= Q% AAH £2e] uhrjste], Bl WA &S

2) Age T2, BAYE 2 AYFY
o NTE

— A A Q=XEAE A|H oA o] A3 Symantecd McAfee7} UF AAES FF3512
elomw 1 %HE Trend Micro, Sophos, Kaspersky Lab, ESET s°| 9l <.
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- AEXIE web A tjEVIFEeE FolaA 20970 BAH0] g <k
o] 745 2013 wEdo] 23.4 M$E A% Hu 19.4%9 S Belov A
ANE AfEol 03%2 ofF Mg 29

El_,

- HAY g9 #3A4 Vs gR1 9 V€ VlsRy Hold AauA TRk Ve FR
A EA TheAdol e

— AEZOIE WA FolA [FE Holez WA Age] SR 4T A
o= oJAd3] Symanteco] "M =& HAFES 7FX e, ESET, Trend
Microsh & W21 BE /1909 15 &0l £5

< AA MEXERJE HF A 1R, 2012-2013 ($M) >
2013 Share 2012 - 2013
2012 2013 (%) Growth (%)
Symantec 2,784.00 2,766.80 31.5 -0.6
McAfee (an Intel company) 1,287.30 1,369.60 15.6 6.4
Trend Micro 826.2 855.9 9.7 3.6
Kaspersky Lab 628.6 667 7.6 6.1
ESET 320.1 392.1 4.5 225
Sophos 310.5 311.1 3.5 0.2
AVG Technologies 196.6 250.6 2.9 27.5
IBM 179.7 189.8 2.2 5.6
F-Secure 171.2 173.5 2 1.3
Panda Security 144 146.6 1.7 1.8
Webroot 123 124.6 1.4 1.3
Check Point 89.3 88.6 1 -0.8
Bit Defender 98.6 88.5 1 -10.3
Avast 73.5 83.9 1 14.1
Microsoft 70.5 76.5 0.9 8.5
Lumension Security 66.1 71.4 0.8 8
Bit9 253 423 0.5 67.3
LANDESK 28.3 28.3 0.3 -0.1
Dr. Web 324 27.2 0.3 -15.9
Hitachi 28.6 25.5 0.3 -10.9
AhnLab Inc. 19.6 23.4 0.3 194
Other 985.5 980.1 11.2 -0.6
Total 8,489.00 8,783.50 100 3.5

=2] : IDC EaA “Worldwide Endpoint Security 2014-2018 Forecast and 2013
Vendor Shares”
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